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(57) ABSTRACT

A mechanism controls global synchronization, or registration
floods, that may result when a large number of endpoints in a
Voice over Internet Protocol (VoIP) network such as an Inter-
net Protocol Multimedia Subsystem (IMS) come online
simultaneously after a catastrophic failure. The mechanism
allows the Domain Name System (DNS) infrastructure to
efficiently control the overload condition by registering user
end points with backup border elements, and by staggering
and by randomizing the time-to-live (T'TL) parameter in reg-
istrations with backup border elements.

20 Claims, 4 Drawing Sheets

/ 132 [ 130 / 134
I I

Border

Element

Registrar

VolIP Network

156

SIP Registration
Request

\

SIP
Registration
Request




US 9,160,632 B2

Sheet 1 of 4

Oct. 13, 2015

U.S. Patent

[ 31

Jelsibay

]
Vel \ 0€l

7

124

18anboy
uonensibay
dIS 1senbay
N uonensiboy dis
961 N
GGl
121" S.NQOD4
\ 8] Jo sassalppe d|
>
[
SNQD4 o sessalppe
€61 dl sulwlsep 0) Alenb SNQ
rA*]H Sjuswa|a JapJog oi1oads
\ o Buipuodsalioo sNADH
k
N NQO4 98]
MIOMISN dIOA 1GL  -ybiy suiebe AN ANS
luswig|3 1OAISS
19pI0g SNG 3N

oLl

O
O
~



U.S. Patent Oct. 13, 2015 Sheet 2 of 4 US 9,160,632 B2

234

REGISTRAR

N
o

VolP

- NETWORK

233

PRIMARY
BORDER
ELEMENT

BACKUP
BORDER
224 ELEMENT
CUSTOM
DNS
SERVER

220

USER
ENDPOINT



U.S. Patent Oct. 13, 2015 Sheet 3 of 4 US 9,160,632 B2

|8}
ey

CPU 325

DNS Registration
Module 345

Memory 330

RAM ROM
335 340
Computer 310
7Y
v
Input Output
350 355




U.S. Patent Oct. 13, 2015 Sheet 4 of 4 US 9,160,632 B2

RECEIVE DNS QUERY

A\ 4

INCLUDING ID OF
ENDPOINT \ 410
v

DETERMINE PRIMARY
BORDER ELEMENT

400 ASSOCIATED WITH \
ENDPOINT 420
440
L IS
RESPOND TO QUERY
DNS QUERY  |YES VOLUME FOR
WITH ID OF PRIMARY BORDER
PRIMARY ELEMENT BELOW 430
BORDER THRESHOLD
ELEMENT ,
DETERMINE BACKUP
BORDER ELEMENT
ASSOCIATEDWITH [\
ENDPOINT
/‘ 470
IS
RESPOND TO QUERY
DNS QUERY YES VOLUME FOR
L1 WTHIDOF |« BACKUP BORDER
BAGUP BORDER ELEMENT BELOW 460
ELEMENT THRE%HOLD
RESPOND TO
DNS QUERY

WITH MESSAGE
FORCING LATER
QUERY _— 480

Fig. 4



US 9,160,632 B2

1
CONTROLLING REGISTRATION FLOODS IN
VOIP NETWORKS VIA DNS

CROSS REFERENCE TO RELATED
APPLICATIONS

This application is a continuation of U.S. patent applica-
tion Ser. No. 13/682,131, entitled “Controlling Registration
Floods in VOIP Networks via DNS,” filed on Nov. 20, 2012,
now U.S. Pat. No. 8,761,040 issued Jun. 24, 2014, which is a
continuation of U.S. patent application Ser. No. 12/589,235,
entitled “Controlling Registration Floods in VOIP Networks
via DNS,” filed on Oct. 20, 2009, now U.S. Pat. No. 8,355,395
issued Jan. 15, 2013, the disclosures of which are incorpo-
rated herein by reference in their entirety.

FIELD OF THE DISCLOSURE

The present invention relates generally to Voice over Inter-
net Protocol (VoIP) networks. More particularly, the present
application relates to methods and systems for recovering
from a catastrophic failure that results in a larger number of
endpoints coming on line simultaneously after the VoIP net-
work is restored.

BACKGROUND

A simplified call flow for registration of user endpoint
devices is illustrated by the sequence diagram 100 shown in
FIG. 1. The timeline illustrates the messaging typically used
in registering a user endpoint device (UE) 110 with a VoIP
network 130 such as a Next Generation Network (NGN).

To prepare for registration, the UE 110 transmits two levels
of Domain Name System (DNS) queries to a DNS server.
First, an SRV query 151 against a high-level Fully Qualified
Domain Name (FQDN) is transmitted to a DNS server 124.
One or more FQDNs are returned in a response 152; the
FQDNs corresponding to specific border elements of the
VoIP network. A second DNS A query 153 is then transmitted
to determine the IP addresses of those FQDNs. The IP
addresses are returned at 154 from the DNS server 124 to the
UE 110.

The UE 110 then registers via a border element 132 such as
a Session Border Controller (SBC) in the VoIP network 130,
by transmitting a Session Initiation Protocol (SIP) registra-
tion request 155 to the border element 132. The registration
request includes at least one Internet Protocol (IP) address of
a FQDN. The border element 132, in turn, registers with a
registrar 134 on behalf of the VoIP user endpoint 110 by
forwarding the registration request at 156. The registrar 134
then populates a local registration cache.

During recovery from a catastrophic failure such as a wide-
scale power outage, a large number of VoIP endpoints such as
UE 110 may come online simultaneously. A VoIP network
can easily become overwhelmed when all endpoints attempt
to come online simultaneously. In an environment based on
SIP, the endpoints will all issue SIP REGISTER registration
requests 155 within a small window of time. A large percent-
age ofthose REGISTER messages will fail with a SIP error or
timeout as a result of the overload. The endpoints may re-
transmit in a timeout scenario or they may attempt to re-
register in an error scenario. In either case, the timers in the
endpoints that control this process will, for the most part, be
the same and the global synchronization attempts and failures
will continue. Furthermore, the VoIP infrastructure may
become overwhelmed and even calls from registered end-
points may fail.
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A backoff scheme has been proposed to address the above
problems, wherein a backoff algorithm is incorporated into
the VoIP user endpoints 110. That approach, however, is very
static in nature. A given VoIP endpoint does not know whether
a failure impacts itself or many endpoints, how many end-
points are affected, and at what rate the network can allow
them to come back online.

Solutions implemented at the VoIP border element 132
have also been considered. In those solutions, the border
elements must still process the message flood, while grace-
fully rejecting some of the requests.

There therefore remains a need for a method and system
capable of quickly and automatically reinstating a VoIP com-
munications system after a catastrophic failure. The tech-
nique should re-register user endpoints as quickly as possible
without overwhelming the VoIP network.

SUMMARY

The present invention addresses the needs described above
by providing a method for registering a multimedia endpoint
via a border element in a multimedia network. At a DNS
server in the multimedia network, a DNS query is received
from the multimedia endpoint, the query containing an iden-
tifier of the end point and requesting an address of a border
element for use in registering for a multimedia service. Based
on the identifier of the end point, a primary border element
associated with the end point is determined. If a volume of
DNS queries from end points associated with the primary
border element is below a threshold capacity of the primary
border element, then the DNS query is responded to with an
identification of the primary border element for use by the
endpoint in registering for the multimedia service.

Ifthe volume of DNS queries is above the threshold capac-
ity of the primary border element, then a backup border
element associated with the end point is determined. If a
volume of DNS queries from endpoints associated with the
backup border element is below a threshold capacity of the
backup border element, then the DNS query is responded to
with an identification of the backup border element for use by
the endpoint in registering for the multimedia service.

If the volume of DNS queries of the primary border ele-
ment is above a threshold capacity of the primary border
element and if a volume of DNS queries of the backup border
element is above a threshold capacity of the backup border
element, then the DNS query is responded to with a message
forcing the endpoint to transmit another DNS query at a later
time.

The step of responding to the DNS query with an identifi-
cation of the backup border element for use by the endpoint in
registering for the multimedia service may further include
randomizing a TTL parameter in the DNS query response to
allow reverting of end points to primary border elements in a
controlled manner.

The DNS server preferably utilizes a standard DNS proto-
col in receiving and responding to DNS queries. The border
elements may be session border controllers. The multimedia
service may be a VoIP service. The backup border element
may be a primary border element associated with a second
endpoint.

The identifier of the endpoint may be an IP address. The
address of the border element may be an FQDN.

Ifthe volume of DNS queries is below a threshold capacity
of the primary border element, then the method may further
comprise the steps of receiving at the primary border element
a registration request from the end point; and transmitting
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from the primary border element to a network registrar a
registration request on behalf of the endpoint.

The step of determining a primary border element associ-
ated with the end point may further include determining a
plurality of primary border elements associated with the end
point, and the step of responding to the DNS query with an
identification of a primary border element for use by the
endpoint in registering for the multimedia service may be
performed if the volume of DNS queries of any one of the
associated primary border elements is below a threshold
capacity of that primary border element.

Another embodiment of the invention is a computer-usable
medium having computer readable instructions stored
thereon for execution by a processor to perform a method for
registering a multimedia endpoint via a border element in a
multimedia network as described above.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a sequence diagram showing the registration
procedure of a user endpoint with a VoIP registrar.

FIG. 2 is a block diagram showing a network configuration
as described in the present disclosure.

FIG. 3 is a schematic diagram of a computer processor
according to the present disclosure.

FIG. 4 is a flow chart showing a method as described in the
present disclosure.

DESCRIPTION

The present disclosure describes a mechanism for control-
ling global synchronization, or registration floods, that may
result when a large number of endpoints in a VoIP network
such as an Internet Protocol Multimedia Subsystem (IMS)
come online simultaneously after a catastrophic failure. The
catastrophic failure may, for example, be a wide-scale power
outage, cable cut, or any failure that causes a large number of
user endpoints to be dropped and that results in those endpoint
attempting to come on line simultaneously. The mechanism
described herein allows the DNS infrastructure to efficiently
control the overload condition.

The present disclosure describes a mechanism for prevent-
ing the message flood by using a custom DNS infrastructure
with added intelligence. That mechanism allows some DNS
requests to be rejected, and DNS responses to be modified,
effectively distributing the load across a number of border
elements. Furthermore, it manipulates DNS TTL parameters
to allow endpoints to gradually revert to their original border
elements.

The present disclosure describes modified DNS responses,
allowing endpoints to be temporarily assigned to other border
elements. That scheme further allows the endpoints to auto-
matically revert back to their originally assigned border ele-
ments in a controlled manner.

An example architecture 200 of a system as disclosed
herein is shown in FIG. 2. A user endpoint 210 communicates
through a network 220, such as the Internet, with a custom
DNS server 224. The user endpoint 210 is also in communi-
cation with a primary border element 232 and/or a secondary
or backup border element 233 in a VoIP network 230, as
described below. The VoIP network 230 also contains a reg-
istrar 234 for registering user endpoints with border elements.

The custom DNS server 224 may include a processor for
executing methods and steps that are stored on computer-
readable media such as ROM or RAM memory, magnetic
memory such as disks or tape, or optical memory. The pro-
cessor is connected to a bus that communicates with a reader
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of the computer-readable media. The DNS server bus also
communicates with input and output devices such as data
storage devices and network interfaces or communications
ports for communicating through the network 220.

FIG. 3 illustrates an example computer system 300 for
performing the presently disclosed methods. As shown in
FIG. 1, the system 300 includes a computer 310. The com-
puter 310 may be part of a custom DNS server (not shown), or
may connected for controlling one or more DNS servers.

The computer 310, which may be a portable or laptop
computer or a mainframe or other computer configuration,
includes a central processing unit (CPU) 325 and a memory
330 connected to an input device 350 such as a keyboard,
mouse, drive or network interface and an output device 355
such as a display, drive or network interface. The CPU 325
includes a DNS registration software module 345 configured
to perform one or more methods as discussed herein.
Although shown inside the CPU 325, the module 345 can be
located outside the CPU 325.

The memory 330 includes a random access memory
(RAM) 335 and a read-only memory (ROM) 340. The
memory 330 can also include a database, disk drive, tape
drive, etc., or a combination thereof. The RAM 335 functions
as a data memory that stores data used during execution of a
program in the CPU 325 and is used as a work area. The ROM
340 functions as a program memory for storing a program
executed in the CPU 325. The program may reside on the
ROM 340 or on any other computer-usable medium as com-
puter readable instructions stored thereon for execution by the
CPU 325 or other processor to perform the methods of the
invention. The ROM 340 may also contain data for use by the
programs, such as routing data and DNS parameters.

The input 350 may be a keyboard, mouse, network inter-
face, etc., and the output 355 may be a liquid crystal display
(LCD), cathode ray tube (CRT) display, printer, etc.

The computer 310 can be configured to operate and display
information by using, e.g., the input 350 and output 355
devices to execute certain tasks. Program inputs may be input
through the input 350, may be stored in memory 330, or may
be received as live data from the DNS system.

Returning to FIG. 2, the custom DNS server 224 utilizes
standard DNS protocol in implementing the presently
described methods. DNS utilizes primarily User Data Proto-
col (UDP) to serve requests. A DNS query includes a single
UDBP request from the client followed by a single UDP reply
from the server. In implementing the presently described
systems and methods, the DNS server is customized by
manipulating parameters used within the standard DNS pro-
tocol.

In the system and methods described in the present disclo-
sure, the custom DNS server 224 is configured with several
parameters. First, primary border elements such as element
232 are associated in a database with each high-level FQDN.
Second, backup border elements such as element 233 are also
associated each of the high-level FQDNs. The backup border
elements may be primary border elements for high-level
FQDNs in other geographic locations, that are most likely
unaffected by a given catastrophic failure affecting the sub-
ject high-level FQDN. Third, the custom DNS server 224 is
configured to allow only a maximum number of registrations
to each border element. Thresholds defining those maxima
may also be stored in a database.

The custom DNS server 224 maintains a running window
of'the number of requests processed for each border element.
If the number of requests exceeds the assigned capacity or
maximum threshold of a primary border element, the DNS
server modifies subsequent responses to distribute the addi-
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tional load across the backup border elements. If the number
of requests received by the DNS server exceeds the assigned
capacity of both the primary border element and the backup
border elements, the DNS server responds with a DNS error
that forces the client to re-query the DNS server at a later time.

The DNS TTL parameters for responses that specify the
backup border elements are furthermore randomized over a
given time window to allow the endpoints to automatically
revert to their normal primary border elements in a controlled
manner, without overwhelming the border elements. For
example, each registration of a UE with a backup border
element may include a TTL parameter expiring at a random
point during a defined future time period. In that way, the
primary border elements will not be overwhelmed as regis-
trations with backup border elements simultaneously expire.
Note that reverting to the primary border elements would not
impact any in-progress calls.

A method in accordance with the present disclosure is
represented by the flow chart 400 of FIG. 4. In the method, a
multimedia endpoint is registered via a border element in a
multimedia network such as a VoIP network. The method
starts at step 410 wherein, at a DNS server in the multimedia
network, a DNS query is received from the multimedia user
endpoint. The query contains an identifier of the user end-
point and requests an address of a border element for use in
registering for a multimedia service.

Based on the identifier of the end point, a primary border
element associated with the user endpoint is determined at
420. If a volume of DNS queries from user endpoints associ-
ated with the primary border element is below a threshold
capacity of the primary border element, as determined at 430,
then the DNS server responds to the DNS query at 440 with an
identification of the primary border element for use by the
endpoint in registering for the multimedia service.

If, on the other hand, the volume of DNS queries is above
a threshold capacity of the primary border element, then a
secondary or backup border element associated with the end-
point is determined at 450.

If the volume of DNS queries from endpoints associated
with the backup border element is below a threshold capacity
of the backup border element, as determined at 460, then the
system responds to the DNS query at 470 with an identifica-
tion of the backup border element for use by the endpoint in
registering for the multimedia service. If the volume of DNS
queries of the primary border element is above a threshold
capacity of the primary border element, and if a volume of
DNS queries of the backup border element is above a thresh-
old capacity of the backup border element, then the system
responds at 480 to the DNS query with a message forcing the
endpoint to transmit another DNS query at a later time.

The alternative architecture and methods presented herein
do not require modification of border elements or VoIP user
endpoints. The REGISTER message flood at the border ele-
ments that normally occurs in the aftermath of a catastrophic
failure is greatly reduced or completely avoided. The archi-
tecture may be configured to be fully standards compliant.

The foregoing Detailed Description is to be understood as
being in every respect illustrative and exemplary, but not
restrictive, and the scope of the invention disclosed herein is
notto be determined from the Detailed Description, but rather
from the claims as interpreted according to the full breadth
permitted by the patent laws. The described embodiments are
merely illustrative of the principles of the present invention
and various modifications may be implemented by those
skilled in the art without departing from the scope and spirit of
the invention.
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What is claimed is:

1. A method for registering a multimedia endpoint via a
border element in a multimedia network, the method com-
prising:

ata domain name system server in the multimedia network,

receiving a domain name system query from the multi-
media endpoint, the query containing an identifier of the
multimedia end point and requesting an address of the
border element for use in registering for a multimedia
service;

based on the identifier of the multimedia end point, deter-

mining a primary border element associated with the
multimedia end point;

by maintaining a running window of a number of domain

name system queries processed for the primary border
element, determining that a volume of domain name
system queries from endpoints associated with the pri-
mary border element is above a threshold capacity of the
primary border element;

determining a backup border element associated with the

multimedia end point;

by maintaining a running window of a number of domain

name system queries processed for the backup border
element, determining that a volume of domain name
system queries from endpoints associated with the
backup border element is below a threshold capacity of
the backup border element; and

responding to the domain name system query with an iden-

tification of the backup border element for use by the
multimedia endpoint in registering for the multimedia
service.
2. The method of claim 1, wherein the domain name system
server utilizes a standard domain name system protocol in
receiving and responding to domain name system queries.
3. The method of claim 1, wherein the border elements are
session border controllers.
4. The method of claim 1, wherein the multimedia service
is a voice-over Internet protocol service.
5. The method of claim 1, wherein the backup border
element is a primary border element associated with a second
endpoint.
6. The method of claim 1, wherein the identifier of the
multimedia endpoint is an Internet protocol address.
7. The method of claim 1, wherein the method further
comprises:
receiving at the backup border element a registration
request from the multimedia end point; and

transmitting from the backup border element to a network
registrar a registration request on behalf of the multime-
dia endpoint.

8. A non-transitory computer-readable medium having
stored thereon computer readable instructions for registering
a multimedia endpoint via a border element in a multimedia
network, wherein execution of the computer readable instruc-
tions by a processor causes the processor to perform opera-
tions comprising:

receiving a domain name system query from the multime-

dia endpoint, the query containing an identifier of the
multimedia end point and requesting an address of the
border element for use in registering for a multimedia
service;

based on the identifier of the multimedia end point, deter-

mining a primary border element associated with the
multimedia end point;

by maintaining a running window of a number of domain

name system queries processed for the primary border
element, determining that a volume of domain name
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system queries from endpoints associated with the pri-
mary border element is above a threshold capacity of the
primary border element;

determining a backup border element associated with the

multimedia end point;

by maintaining a running window of a number of domain

name system queries processed for the backup border
element, determining that a volume of domain name
system queries from endpoints associated with the
backup border element is below a threshold capacity of
the backup border element; and

responding to the domain name system query with an iden-

tification of the backup border element for use by the
multimedia endpoint in registering for the multimedia
service.
9. The non-transitory computer-readable medium of claim
8, wherein the domain name system server utilizes a standard
domain name system protocol in receiving and responding to
domain name system queries.
10. The non-transitory computer-readable medium of
claim 8, wherein the border elements are session border con-
trollers.
11. The non-transitory computer-readable medium of
claim 8, wherein the multimedia service is a voice-over Inter-
net protocol service.
12. The non-transitory computer-readable medium of
claim 8, wherein the backup border element is a primary
border element associated with a second endpoint.
13. The non-transitory computer-readable medium of
claim 8, wherein the identifier of the multimedia endpoint is
an Internet protocol address.
14. The non-transitory computer-readable medium of
claim 8, wherein the operations further comprise:
receiving at the backup border element a registration
request from the multimedia end point; and

transmitting from the backup border element to a network
registrar a registration request on behalf of the multime-
dia endpoint.

15. A system comprising a processor and a tangible com-
puter-readable medium having stored thereon computer read-
able instructions for registering a multimedia endpoint via a
border element in a multimedia network, wherein execution
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of'the computer readable instructions by the processor causes
the system to perform operations comprising:

receiving a domain name system query from the multime-

dia endpoint, the query containing an identifier of the
multimedia end point and requesting an address of the
border element for use in registering for a multimedia
service;

based on the identifier of the multimedia end point, deter-

mining a primary border element associated with the
multimedia end point;

by maintaining a running window of a number of domain

name system queries processed for the primary border
element, determining that a volume of domain name
system queries from endpoints associated with the pri-
mary border element is above a threshold capacity of the
primary border element;

determining a backup border element associated with the

multimedia end point;

by maintaining a running window of a number of domain

name system queries processed for the backup border
element, determining that a volume of domain name
system queries from endpoints associated with the
backup border element is below a threshold capacity of
the backup border element; and

responding to the domain name system query with an iden-

tification of the backup border element for use by the
multimedia endpoint in registering for the multimedia
service.

16. The system of claim 15, wherein the domain name
system server utilizes a standard domain name system proto-
col in receiving and responding to domain name system que-
ries.

17. The system of claim 15, wherein the border elements
are session border controllers.

18. The system of claim 15, wherein the multimedia ser-
vice is a voice-over Internet protocol service.

19. The system of claim 15, wherein the backup border
element is a primary border element associated with a second
endpoint.

20. The system of claim 15, wherein the identifier of the
multimedia endpoint is an Internet protocol address.
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